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Defining the level of impact and likelihood of risk

The risk assessment grid

	
	Impact

	
	

	
	

	Likelihood
	High (3)
	Medium (2)
	Low (1)

	High (4) (certain)
	
	
	

	High (3) (probable)
	
	
	

	Medium (2) (possible)
	
	
	

	Low (1) (unlikely)
	
	
	


The risk assessment process requires a subjective judgement to be made on the potential impact and likelihood of the risks identified in the risk register. When this is completed, the likelihood should be multiplied by the impact to provide a rating for each risk. For example:

	Risk description
	Likelihood
	Impact
	Rating
	Contingency/action
	Responsible officer
	Review date

	Loss of polling place – school destroyed by fire prior to election
	2
	3
	6
	Identify alternative polling place/order mobile polling station/portacabin
	
	


If it is assumed that the loss of the polling place could be a possible risk and the impact high if alternative voting arrangements cannot easily be arranged then the overall rating would be six. This total would then be arranged in order with the highest risks scoring twelve i.e. likelihood certain (4) x impact high (3) = 12.

Contingency planner and risk register
	Risk description
	Likelihood
	Impact
	Rating
	Contingency/action
	Action taken/

comments
	Responsible officer
	Review date

	
	
	
	
	
	
	
	

	1. Challenge to the election
	
	
	
	
	
	
	

	1.1 Legal action against the Local Returning Officer – election petition

(Note: Impact should consider reputational risk to the Local Returning Officer and staff)
	
	
	
	· Sound management control and review mechanisms

· Ensure adequate insurance cover

· Legal support

· Effective training of all staff

· Clear audit trail of election activities, including evidence of a project management approach and structured risk management process
	
	
	

	
	
	
	
	
	
	
	

	2. Death of a candidate

	
	
	
	
	
	
	

	2.1 Death of a candidate
	
	
	
	· Local Returning Officer to display notice in each polling station compartment informing voters of the death of the candidate
	
	
	

	
	
	
	
	
	
	
	

	3. Industrial action
	
	
	
	
	
	
	

	3.1 Planned industrial action  which could impact on the availability of staff or premises 
	
	
	
	· Ensure adequate insurance cover

· Ensure project plan allows for delays when staff may not be available

· Develop plan to identify alternative resources as far as possible to provide alternative staff cover and venues, etc.

· Work up contingencies to cover the situation where industrial action is scheduled for key election dates
	
	
	

	
	
	
	
	
	
	
	

	4. Loss of premises
	
	
	
	
	
	
	

	4.1 Polling places


	
	
	
	· Prepare list of alternative venues, including making standby arrangements for use of a portacabin/mobile vehicle if necessary

· Ensure that contingency arrangements are DDA compliant

· Confirm access to communications (e.g. mobile coverage, available landline)

· Check facilities (heating, power, toilets etc.) and fire and security arrangements

· Brief Presiding Officers on possible emergency alternatives (e.g., setting up a polling station in their car)
	
	
	

	4.2 Verification and count venues
	
	
	
	· Identify alternative venues; obtain contact details

· Check access, facilities, and fire and security situation

· Liaise with owner and key holder to ensure availability and suitability
	
	
	

	4.3 Elections office
	
	
	
	· Check council’s emergency plan for relocation/security arrangements, and identify alternative temporary accommodation

· Ensure daily back-up of data held off-site

· Liaise with electoral registration/election management software system provider for possible system duplicate
	
	
	

	4.4 Electoral services store (for storage of equipment and documents)
	
	
	
	· Check council’s emergency plan for relocation/security arrangements, and identify alternative temporary accommodation
	
	
	

	
	
	
	
	
	
	
	

	5. Failure of IT provision


	
	
	
	
	
	
	

	5.1 System failure
	
	
	
	· Perform daily back-ups and download documentation onto disc for storage off-site

· Ensure hard copies of data are available

· Check with electoral registration/election management software supplier as regards availability of duplicate system
	
	
	

	5.2 Network failure
	
	
	
	· Consider standby arrangements with contractor/in-house IT provider
	
	
	

	5.3 Printers / scanners malfunction 
	
	
	
	· Ensure printers and scanners have been fully serviced, spare toner is available, etc. before election commences

· Identify alternative printers and scanners within the building and ensure necessary network connections are in place

· Have sufficient scanning capacity so that breakdown of one scanner would not delay a postal vote opening session
	
	
	

	5.4 IT/office affected by flood, fire, vandalism, etc.
	
	
	
	· Discuss options with IT provider, particularly in connection with business continuity planning and security arrangements

· Consider ‘walk out’ pack held elsewhere e.g., senior officer’s home/another office

· Keep documentation on how to perform functions manually up to date
	
	
	

	5.5 Telecom/fax failure
	
	
	
	· Ensure dedicated line to election office, plus mobile numbers made available as back up
	
	
	

	
	
	
	
	
	
	
	

	6. Security and fraud issues


	
	
	
	
	
	
	

	6.1  Loss of key documentation, e.g. ballot papers, etc.
	
	
	
	· Ensure office kept locked outside of office hours

· Arrange safe/vault for storage of key documentation
	
	
	

	6.2 Unauthorised access to office
	
	
	
	· Maintain a list of authorised key holders and others entitled to access the office

· Consider installing a monitored alarm in rooms holding materials including postal voting packs, ballot papers and other related stationery
	
	
	

	6.3 Accusations of fraud
	
	
	
	· Liaise with Regional Returning Officer

· Make contact with local police in advance of the election period 

· Know who the SPOC is for your area

· Develop media strategy for use in the event of accusations being made in conjunction with the Regional Returning Officer
	
	
	

	6.4 Accidental disclosure of confidential information leading to legal action
	
	
	
	· Ensure adequate insurance cover

· Ensure access to confidential information is properly controlled

· Make training provision to ensure all staff are aware of their legal responsibilities around the supply of information
	
	
	

	
	
	
	
	
	
	
	

	7.  Failure on part of contractor
	
	
	
	
	
	
	

	7.1 Printers
	
	
	
	· Prepare list of approved contractors

· Check out performance of potential suppliers, including any sub-contractors, with other major clients

· Consider visiting selected printer premises to inspect capacity, set up and processes

· Check printers project plan and quality management processes

· Consider contingency arrangements to print products elsewhere in the event of non-delivery

· Ensure rigorous contracting arrangements are in place, also covering any sub-contractors

· Consider introducing penalties into contracts for late or inadequate performance
	
	
	

	7.2 Stationery/equipment, etc.
	
	
	
	· Review existing stock levels and prepare inventory

· Place orders to replenish stocks

· Arrange early planning meeting with provider to confirm overall requirements

· Liaise with RRO on ballot paper design and other issues as required

· Check wording of official documents to ensure compliance with legislation
	
	
	

	7.3 Transportation
	
	
	
	· Identify reserve contractor(s)

· Consider using in-house vehicles for contingency if available within the council 
	
	
	

	7.4 Royal Mail 
	
	
	
	· Establish contact with Account Manager

· Set up regular review meetings with Royal Mail

· Obtain Royal Mail’s ‘Best Practice Guide’ covering envelope design and requirements

· Ensure early receipt of business reply numbers, etc.

· Find out arrangements for collection of postal votes and arrange any ‘sweep’ delivery
	
	
	

	
	
	
	
	
	
	
	

	8. UK Parliamentary election


	
	
	
	
	
	
	

	8.1 Combination of European Parliamentary election with UK Parliamentary election (deadline for issue of writ: 11 May 2009)
	
	
	
	· Develop a contingency plan, identify requirements and have processes in place to deal with a possible UK Parliamentary election

· Discuss possibility of combined election with suppliers
	
	
	

	
	
	
	
	
	
	
	

	9. Poll cards


	
	
	
	
	
	
	

	9.1 Inclusion of inaccurate or incomplete information 
	
	
	
	· Robust proofing procedures

· Include quality checks in contract or in any in-house arrangements prior to issue

· Confirm contingency arrangements with supplier

· Reprint poll cards or consider alternative means of notification of all relevant details (e.g. by letter)
	
	
	

	9.2 Problems (or past problems) with delivery
	
	
	
	· Maintain regular contact with Royal Mail or other distributor 

· Consider alternative options for distribution, e.g., by hand, using in-house teams, or an alternative provider/carrier
	
	
	

	
	
	
	
	
	
	
	

	10. Ballot papers


	
	
	
	
	
	
	

	10.1 Printing error/numbering error


	
	
	
	· Liaise with Regional Returning Officer regarding ballot paper design

· Include quality checks in contract or in any in-house arrangements prior to issue

· Confirm contingency arrangements with supplier

· Carry out random checks of bundles

· Where ballot papers are collected in advance of polling day by Presiding Officers, require them to check in advance the sequential numbering of ballot papers
	
	
	

	10.2 Loss or destruction
	
	
	
	· Ensure secure storage arrangements for ballot papers

· Confirm contingency arrangements with supplier to provide additional ballot papers
	
	
	

	10.3 Insufficient print run
	
	
	
	· Confirm contingency arrangements with supplier to provide additional ballot papers
	
	
	

	
	
	
	
	
	
	
	

	11. Postal votes


	
	
	
	
	
	
	

	11.1 Postal strike/delivery problems
	
	
	
	· Liaise with Royal Mail

· Consider hand delivery or alternative carrier
	
	
	

	11.2 Lost or not received 
	
	
	
	· Liaise with Royal Mail

· Develop process for re-issue during legal time-frame, including ensuring provision is made for re-issuing on polling day up to 5pm
	
	
	

	11.3 Problems with issue, e.g., numbers misaligned


	
	
	
	· Decision on action to be carefully documented in case of challenge

· Include quality checks in any outsourced contracts or in-house processes

· Where issue is to be carried out in-house, ensure comprehensive training is provided to all staff, and ensure checks and balances are in place to verify numbers match up throughout the issue
	
	
	

	11.4 Insufficient resources to issue and open
	
	
	
	· Early planning to identify sufficient resources or to contract out the process

· Ensure sufficient numbers of staff have been trained in the processes
	
	
	

	11.5 Electors enquire whether postal votes have been received
	
	
	
	· Have system in place to record receipt of postal votes

· Ensure adequate staffing and procedures are in place for the checking and issue of replacements if necessary
	
	
	

	11.6 Problems with matching
	
	
	
	· Design computer or manual system to provide audit trail for all unmatched documents (e.g., Excel spreadsheet)
	
	
	

	11.7 Problems at the verification 
	
	
	
	· Dedicated trained teams to deal with postal vote opening and matching process to maximise efficiency and minimise risk of errors

· Carry out pre-election testing of systems

· Ensure sufficient staff, space and equipment are allocated to the task

· Advise candidates and agents of when verification is to take place and explain to them the processes to be followed  
· Ensure sufficient space is available to accommodate all those authorised to be present
	
	
	

	11.8 Potential problems with the requirement to only check 20% of returned postal votes 
	
	
	
	· Establish what percentage are to be checked, preferably 100%, and what circumstances, if any, could see this figure amended (for example, in the event of allegations of fraudulent activity) 
· Develop detailed plans to facilitate the necessary checking, including building in plans to undertake up to 100% checks where possible
	
	
	

	11.9 Major system failure
	
	
	
	· Liaise with software supplier to ascertain what backup arrangements could be put into place

· Draw up contingency plans for undertaking the matching manually

· Ensure access to hard copies of postal vote application forms is available for any matching to be carried out manually
	
	
	

	
	
	
	
	
	
	
	

	12. Staffing


	
	
	
	
	
	
	

	12.1 Insufficient competent election staff


	
	
	
	· Early agreement on availability and release of key council personnel

· Well documented recruitment procedures

· Comprehensive and timely training programme carried out 
	
	
	

	12.2 Insufficient staff to deal with registration applications received close to the 11 day deadline
	
	
	
	· Ensure sufficient staff have been identified and allocated to process any late applications received

· Consider training additional staff as a contingency

· If required, obtain early agreement on availability and release of key council personnel
	
	
	

	12.3 Polling station staff fail to turn up on polling day
	
	
	
	· Ensure all polling station staff have contact details for the election office for use in the event that they can no longer attend on polling day, e.g., due to illness

· Ensure polling station staff know how and when to alert the election office that other staff have failed to arrive

· Ensure list of reserve staff with contact numbers is in place
	
	
	

	12.4 Lack of senior staff to supervise the verification and count
	
	
	
	· Early identification of key internal staff to support the count

· All senior staff to be fully trained in the count processes
	
	
	

	12.5 Mistakes by inexperienced staff or by staff not fully aware of changes to legislation
	
	
	
	· Training to be scheduled for all election staff to ensure competence to undertake duties

· Provide guidance notes, polling station handbooks, etc. to relevant staff

· Carry out election refresher training for core staff during the six months prior to the election, with particular focus on recent legislative changes
	
	
	

	
	
	
	
	
	
	
	

	13. Polling day


	
	
	
	
	
	
	

	13.1 Presiding Officer/Poll Clerk fail to arrive or fail(s) to carry out duties satisfactorily
	
	
	
	· Instruct early warning system to notify election office staff as part of training programme

· Have reserve/trained staff available

· Consider roving back-up Presiding Officers, who have the necessary equipment with them to set up a polling station
	
	
	

	13.2 Unable to gain access to polling station
	
	
	
	· Presiding Officer to open up temporary polling station outside with guidance from election team, pending access being made available

· Presiding Officers to have emergency telephone numbers in order to liaise immediately with election team

· Consider having a locksmith on call and holding bolt cutters in the office
	
	
	

	13.3 Missing ballot box/delay of Presiding Officer/problems with ballot box contents 
	
	
	
	· Equip visiting officers with spare ballot boxes and contents, including a full copy of the register pending polling station specific documents being made available

· Use check list for preparing ballot boxes and sundries 

· Instruct Presiding Officer to check box on arrival at polling station
	
	
	

	13.4 Presiding Officer arrives at wrong polling station
	
	
	
	· Presiding Officers instructed to establish exact location before polling day if unsure of the site of allocated polling station
	
	
	

	13.5 Errors on registers
	
	
	
	· Liaison between Electoral Registration Officer and Regional and Local Returning Officer and their respective staff to establish communication procedures for use on polling day

· Ensure election helpline is equipped to deal with all polling day queries

· Ensure the office is staffed throughout polling day to handle electoral registration queries
	
	
	

	13.6 Accessibility issues
	
	
	
	· Access issues to be highlighted in briefing sessions for polling station staff

· Ensure staff are aware of how to install any necessary accessibility alterations such as ramps before the poll

· Access checklist to be used by Presiding Officer as part of the opening procedure

· Ensure Presiding Officers carry out checks throughout polling day 
	
	
	

	13.7 Evacuation of polling place
	
	
	
	· Police/Emergency services/Local Returning Officer to be alerted and Presiding Officer guided with instructions

· Cover emergency procedures in briefing sessions for polling station staff
	
	
	

	13.8 Abandonment of poll
	
	
	
	· Ensure polling station staff are aware of the circumstances in which this may occur, and that they must inform the Local Returning Officer before taking any action to this effect
	
	
	

	13.9 Problems with tellers
	
	
	
	· Provision of guidance notes to candidates and agents and polling station staff prior to polling day

· Candidates and agents to be advised at briefing sessions of the role of tellers

· Presiding Officer to be advised at briefing sessions to explain tellers’ role and seek co-operation from party agents
	
	
	

	13.10 Problems with register/equipment/ personation/ballot papers during the day
	
	
	
	· Establish effective communication and liaison arrangements to apply throughout the election period

· Ensure Presiding Officer trained to alert the election office at an early stage

· Ensure Presiding Officers are provided with a list of contact numbers for use in the event of problems, including the election office and the police

· Follow the police protocol developed by the Electoral Commission

· Provide Presiding Officers with a log in which to record any allegations of electoral fraud

· Have visiting officers available throughout polling day with mobile phones and spare equipment etc. to respond as a matter of priority
	
	
	

	13.11 Problems with voter dissatisfaction or aggressive behaviour
	
	
	
	· Provide guidance to frontline staff, including FAQs to assist with giving answers to common queries

· Provide guidance on dealing with aggressive customers, drawing on resources developed by other council departments
	
	
	

	
	
	
	
	
	
	
	

	14. Verification 

(see also: 11. Postal votes)


	
	
	
	
	
	
	

	14.1 Insufficient supervisory staff
	
	
	
	· Reserve staff to be trained and on standby
	
	
	

	14.2 Insufficient space
	
	
	
	· Ensure sufficient space is available to accommodate all those authorised to be present at the verification venue (and any back-up venue)
	
	
	

	14.3 Delay to delivery of ballot boxes from the polling station to the verification venue/ failure of ballot boxes to arrive from the polling station
	
	
	
	· Ensure contingency plans provide for structured uplift plan for boxes

· Prepare pre-determined delivery routes to verification venue

· Make provision to cover vehicle breakdowns

· Establish effective lines of communication between central control point and individual vehicles 

· Record planned routes for all Presiding Officers returning to verification venue

· Contact details of all Presiding Officers to be available at the venue
	
	
	

	14.4 Errors during verification of ballot paper accounts
	
	
	
	· Ensure Presiding Officers are adequately trained to avoid errors in the completion of their ballot paper accounts
· Check ballot paper account for every Presiding Officer on delivery of each ballot box
· Check that all ballot boxes have been counted

· Review verification statement and recount boxes where discrepancies occur and check ballot paper accounts
	
	
	

	14.5 Problems with postal vote matching process (see also section 12. above)
	
	
	
	· Dedicated trained teams to deal with postal vote opening and matching process to maximise efficiency and minimise risk of errors

· Carry out pre-election testing 
	
	
	

	14.6 Equipment break-down
	
	
	
	· Carry out pre-election checks of all equipment to be used 

· Identify back-up equipment or alternatives
	
	
	

	14.7 Lack of understanding by candidates and agents of the verification process 
	
	
	
	· Ensure information is provided to candidates and agents prior to the verification

· Provide clear information throughout the process
	
	
	

	14.8 Security of documents if not counting immediately after verification
	
	
	
	· Ensure all documents are placed in their corresponding packets 

· Provide secure environment (e.g., security room, etc) for storage of materials

· Arrange for the deployment of human guards (e.g., security personnel, police, etc.) 
	
	
	

	14.9 Evacuation of verification venue
	
	
	
	· Hold discussions with the police in advance

· Make sure an appropriate announcement can be made at the start of the verification to communicate evacuation procedures

· Ensure that evacuation and re-entry procedures are developed so that any evacuation can be conducted in such a way to ensure the count is not compromised i.e., ballot boxes and papers are secured or removed from premises

· Adjournment and re-commence times to be documented

· Identify emergency RV minimum of 200m away from count centre (out of sight and not near large glass windows)
	
	
	

	
	
	
	
	
	
	
	

	15. Count


	
	
	
	
	
	
	

	15.1 Insufficient supervisory staff
	
	
	
	· Reserve staff to be trained and on standby
	
	
	

	15.2 Insufficient space
	
	
	
	· Select venue (and back-up venue) with sufficient space to accommodate all those authorised to be present
	
	
	

	15.3 Lack of understanding by candidates and agents of the count process 
	
	
	
	· Ensure information is provided to candidates and agents prior to the count
· Provide clear information throughout the count process, setting out progress and highlighting responsible officers
	
	
	

	15.4 Breakdown or loss of equipment


	
	
	
	Prepare a checklist of all equipment to be used 
· Identify back-up equipment or alternatives
	
	
	

	15.5 Re-count requests (possible at local level only, before local result is agreed by the Regional Returning Officer)
	
	
	
	· Re-count criteria should be established in advance and made known to the election team
· Candidates and agents to be made aware they cannot request a recount until the count has been completed as defined by the regulations
· Ensure first count is accurate so that re-counts, if required, will more likely match original count
	
	
	

	15.6 Incorrect / premature notification of local result
	
	
	
	· Check that all verification  packets and their contents have been properly accounted for
· Numerate staff to check result against verification totals to ensure all votes have been counted or rejected as appropriate. Recount where discrepancies occur.
· Put in place measures to prevent the premature disclosure of the local result (e.g. through count staff training, candidate and agent briefings)
· Give candidates and agents full verification figures and access to the local results after the ‘material time’
	
	
	

	15.7 Problems/ errors in the transmission of the local result to the Regional Returning Officer


	
	
	
	· Liaise with Regional Returning Officer and agree on a method for transmitting the information accurately and securely
· Carry out a test notification in advance
· Ensure agreement of the result with the Regional Returning Officer before dismissing staff
	
	
	

	15.8 Evacuation of count centre
	
	
	
	· Hold discussions with the police in advance
· Make sure an appropriate announcement can be made at the start of the count to communicate evacuation procedures
· Ensure that evacuation and re-entry procedures are developed so that any evacuation can be conducted in such a way to ensure the count is not compromised i.e., ballot boxes and papers are secured or removed from premises
· Adjournment and re-commence times to be documented
· Identify emergency RV minimum of 200m away from count centre (out of sight and not near large glass windows)
	
	
	

	15.9 Security of materials in the event of a break in the count proceedings


	
	
	
	· Provide secure environment (e.g., security room, etc) for storage of materials
· Arrange for the deployment of human guards (e.g., security personnel, police, etc.)
	
	
	


PAGE  
5

