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Introduction

1.1

General

1.1.1

This report has been prepared by Actica Consulting Ltd (Actica) for the Electoral Commission
(EC). It provides a summary of the key points arising from the technical assessments of five evoting pilots from the May 2007 local government elections.

1.2

Context

1.2.1

Under the Representation of the People Act (RPA) 2000, any local authority in England can
submit proposals to the Secretary of State for Justice to carry out an electoral pilot scheme.
Electoral pilot schemes can involve changes to when, where and how voting at local elections is
to take place and how the votes cast at the elections are to be counted. The Electoral
Commission has a statutory duty to evaluate and report on any pilot scheme approved by the
Secretary of State.

1.2.2

In October 2006, the Ministry Of Justice1 (MoJ) and the Electoral Commission issued a joint
prospectus to local authorities inviting applications for electoral pilot schemes at the May 2007
elections. Fourteen applications were received in response to the prospectus, from a total of 17
local authorities; one application was subsequently withdrawn. In January 2007 the Secretary of
State for Constitutional Affairs announced that he had approved 12 of the pilot schemes in a
total of 13 local authority areas. A full list of all the authorities holding pilot schemes in May
2007 is available on the Commission’s website at www.electoralcommission.org.uk.

1.2.3

Actica was contracted by the Electoral Commission to undertake technical assessments of the
five e-voting pilots, namely held in:
a.

Rushmoor Borough Council (RBC);

b.

Swindon Borough Council (SBC);

c.

Sheffield City Council (SCC);

d.

Shrewsbury and Atcham Borough Council (SABC);

e.

South Bucks District Council (SBDC).

1.2.4

Actica has provided separate technical evaluation reports on each of the five e-voting pilots.
These provide a technical assessment of various aspects of the scheme, including: the
management approach, the technical solution, the security provided, and the value for money.
The technical evaluation reports were undertaken in the context of the e-voting Technical
Evaluation Framework which was developed by Actica and agreed with the Commission prior
to the start of the evaluation activities. The Technical Evaluation Framework is available on the
Commission web-site.

1

The Ministry of Justice was formerly known as the Department of Constitutional Affairs (DCA) until
May 2007.
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1.2.5

This report provides an overview of the key points identified during the technical assessment of
the pilots and of the lessons that need to be learned for future pilots. The report and its
recommendations will assist the Commission in the development of its statutory reports and any
consequent advice it may give to the Ministry of Justice (MoJ).

1.3

Contents

1.3.1

The remainder of this report is structured as follows:
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a.

Section 2 discusses some of the key changes from previous e-voting pilots and the
differences between the various e-voting pilots this year;

b.

Section 3 considers the process by which the pilots were delivered and the wider strategic
issues for e-voting;

c.

Section 4 provides our conclusions and recommendations for the future of e-voting and
any associated pilots.

Actica/PA468D011-1.0
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Assessment of e-voting lessons

2.1

Introduction

2.1.1

The full technical evaluation reports produced for each of the five e-voting pilots technically
evaluated by Actica are available from the Electoral Commission website. This section of this
report provides a very high level summary of the individual pilots in Section 2.2 and then
comments on a number of common features relating to the technical aspects of the pilots in the
remainder of the section.

2.2

Overview of the pilots

2.2.1

The e-voting pilots evaluated are summarised in Table 1 below:
Pilot

Prime contractor

Summary

Rushmoor
Borough Council

ES&S

The pilot included the following:
•

Paper based registration and use of personal
identifiers for e-voting;

•

remote voting via the Internet from 26 April until
close of poll (3 May).

Rushmoor Borough Council decided not to pilot the use of
telephone based voting. The Council considered that there
was little interest within the borough in telephone voting.
Sheffield City
Council

Opt2Vote

The pilot included the following:
•

paper based pre-registration for e-voting and
telephone voting;

•

remote Internet and telephone voting from 26 April
to 30 April;

•

early voting in person 25 April to 29 April.

E-voting channels were not available on polling day itself.
Shrewsbury and
Atcham Borough
Council (SABC)

Opt2Vote

The pilot included the following:
•

paper based pre-registration for e-voting and
telephone voting;

•

remote Internet and telephone voting from 21 April
to 1 May;

•

early voting kiosks at three locations from 21 April to
1 May (using internet voting).

E-voting channels were not available on polling day itself.
South Bucks
District Council
(SBDC)
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ES&S

The pilot included the following:
•

paper based pre-registration for e-voting and
telephone voting;

•

remote internet and telephone voting from 21 April
until close of poll (3 May).

Page 3

Pilot

Prime contractor

Summary

Swindon Borough
Council (SBC)

TCS

The pilot included the following:
•

paper based pre-registration for e-voting and
telephone voting;

•

remote Internet and telephone voting available from
26 April 2007 until close of poll;

•

early e-voting before polling day at 5 supervised
locations from 26 April to 3 May;

•

64 electronic polling stations operational from 7am
to 10pm on polling day.

Table 1: Summary of pilots
2.2.2

The aim of the pilot process is to try out on a reasonable scale different approaches to e-voting
in order to identify the viability of and best approaches to future large scale implementation and
any associated best practice. Pilots of e-voting were carried out at scheduled local elections in
2000, 2002 and 2003, and at one local by-election in 2004.

2.2.3

There were a number of things which have been explored in this year’s pilots:
a.

Pre-registration for e-voting;

b.

The use of Electoral Markup Language (EML);

c.

The merits of allowing e-voting on polling day;

d.

Mechanisms for preventing automated access to voting functionality;

e.

The issue of receipts to e-voters to confirm that their vote had been counted;

f.

Transparency of the counting process.

2.2.4

These items are discussed in the remainder of this section.

2.3

Pre-registration

2.3.1

In previous years voters were automatically sent credentials in one or more postings, but
concern has been raised about the security of this approach without pre-registration. For the
2007 pilots voters had therefore to apply to use e-voting and as part of this process had to
provide information, typically a username or passcode and date of birth, as well as a signature
which could be checked against signatures held by the local authorities. This information was
captured by local authority staff, either by:

2.3.2
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a.

Manual entry, with a second person checking;

b.

Being scanned and automatically captured, with operator intervention when the
information captured was unclear. Problems were encountered with scanning in some
areas, for example in SABC large numbers of errors were encountered and it took several
days to complete the capture process.

It is noted that several local authorities had planned to use on-line registration but that time
pressures had made this impossible. On-line registration was also not supported by the MoJ for
the 2007 pilot schemes.
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2.3.3

The pre-registration process does reduce the scope for fraud, but the experience from the pilots
suggests that the greater complexity it introduces for voters can cause difficulties; with large
numbers of voters forgetting their username or passcode. Issues with pre-registration include:
a.

In Rushmoor over 1000 attempts to vote via the internet were started but not completed,
and there was no corresponding volume of calls to the call centre providing support to
voters. It would be useful to know whether this activity was voters trying out the system
before voting successfully, voters trying to vote and giving up, or people attempting to
break into the voting systems. It would be useful to investigate this further.

b.

In SABC reference was made to a password on the pre-registration form, but what was
required was a numeric code. This confused a large number of people applying to vote
electronically. It would be useful to develop best practice for the content, layout and text
on pre-registration forms so that local authorities did not have to develop their own each
time.

c.

In two of the pilots, the date of birth field was defined as DD MM YYYY. Electors were
found to have failed login due to entering single digit days or months without a leading
zero or due to entry of two digit years. It would be beneficial for the system to prompt
users to enter correctly formatted dates of birth in these cases.

2.3.4

In view of the importance of pre-registration for enhancing security for postal and electronic
voting, it is recommended that research should be undertaken to identify best practice for preregistration, ideally before future pilots.

2.4

Use of EML

2.4.1

EML is a specific schema for XML that has been developed to support elections. It has been
developed so that different systems used to support elections can exchange information without
the need for format conversion.

2.4.2

There was no use of EML for three pilots, to a great extent because the systems with which
information had to be exchanged did not support EML. EML was used in two pilots:
a.

In South Bucks District Council it was used to import voter details from the electoral
registration system;

b.

In Swindon Borough Council the information for the marked register was exported from
the e-voting system to the Council’s Electoral Registration System, which had been
modified to import information in EML format.

2.4.3

Generally information was exchanged between the various systems using simple spreadsheet
formats (ie CSV). This is more manually intensive than the use of EML, and frequently required
manual manipulation of the file formats, which may introduce additional sources of error and
hence is not ideal.

2.4.4

It is not surprising that EML was not widely used this year, since:
a.

Few of the other systems used for elections in the pilots were capable of generating or
accepting EML;

b.

The majority of the interfaces between different components of the e-voting systems were
proprietary because each pilot was the responsibility of a single company or consortium.

Actica/PA468D011-1.0
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2.4.5

EML would be more important where different parts of the e-voting systems have to be
delivered by different companies, for example if the e-voting and vote counting components
were from different suppliers.

2.5

E-voting on polling day

2.5.1

E-voting ended before polling day in Sheffield City Council and Shrewsbury and Atcham
Borough Council, but was available until the close of poll for the other three pilots. The
arrangements for people that had registered for e-voting but decided that they wanted to vote on
polling day were as follows:

2.5.2

a.

In Sheffield City Council and Shrewsbury and Atcham Borough Council, because evoting closed several days before the election, a marked register was provided in hard
copy to polling stations. In the event that a person registered for e-voting came to a
polling station, the polling station staff checked the marked register and, if the voter was
shown not to have voted, they were allowed to vote in person at the polling station.

b.

In Rushmoor Borough Council each polling station was issued with a list of electors who
had registered to vote via the Internet. If one of these electors tried to vote in a polling
station, the polling station staff checked with the Electoral Services team that they had
not already voted on line. If they had not, their internet vote was cancelled and they were
issued with a paper ballot.

c.

In South Bucks District Council, if a person that had registered to vote electronically
came to a polling station, they were told that they could not vote at the polling station and
that they should either vote electronically, or if they had lost or forgotten their credentials,
to go to the Council offices where they would be helped. The Council offices were only
open until 5pm.

d.

In Swindon Borough Council, if a person that had registered to vote electronically came
to a polling station, then the polling station staff would check an online version of the
marked register to determine whether the person had already voted, and if not, they were
given a ballot form and allowed to vote.

It appears that the approach taken to allowing non-electronic voting on election day depends on
the extent to which the marked register is available to polling station staff. Clearly detailed
analysis of the results is required, but it would seem likely that:
a.

Many people that register for e-voting may not get around to voting until polling day
itself, so closing e-voting before the close of polling is likely to reduce the percentage of
people registered for e-voting that actually vote in this way.

b.

The approaches adopted in Swindon and Rushmoor, where the marked register was
checked either directly by polling station staff, or for polling station staff by a central
team, so that the voter could be given a vote at a polling station, are more likely to
facilitate voting compared to the approach taken by South Bucks District Council.

2.5.3

Analysis is required to determine whether the ability to vote electronically on polling day has a
positive impact on voter take up. If this is found to be the case, then future pilots should all
provide this capability.

2.6

Preventing automated access to voting functionality

2.6.1

The ES&S pilots in Rushmoor Borough Council and South Bucks District Council included a
randomly generated code that is displayed on screen as a picture for the voter to enter. This
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technique is used widely on the internet as a mechanism to inhibit automated attempts to access
systems. If the voter found the code difficult to read, then it was possible to download an audio
message instead.
2.6.2

It would be useful to obtain detailed feedback from voters to determine how the benefits in
terms of greater security compare with any reduction in accessibility.

2.7

Receipts for voting

2.7.1

The pilots in Swindon Borough Council, Rushmoor Borough Council and South Bucks District
Council provided voters with receipts after they had voted using the e-voting channels. The
receipt confirms that the vote cast has been accepted and stored, but does not include details of
who the vote was for. The other two pilots did not provide any form of receipt. It would be
useful to obtain feedback on whether receipts are seen as useful or provide additional
confidence in the voting process, and to amend the requirements for future e-voting systems to
either include or exclude receipting functionality.

2.8

Transparency of the counting process

2.8.1

The decryption of ballots and combining of counts from different channels was generally
undertaken by supplier staff as it requires detailed knowledge of the software to complete (e.g.
command line processing of software functions). This means that it would be theoretically
possible for supplier staff to modify the results with little risk of being detected. This risk would
be reduced, and transparency increased, if these processes were completed by council staff
using a graphical user interface (GUI). It is recommended that such functionality should be
considered for inclusion in any future pilot scheme.

Actica/PA468D011-1.0
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3

Assessment of the pilot process

3.1

Introduction

3.1.1

This section discusses the issues that arose in the pilots from which lessons can be learned for
future pilots.

3.2

The Framework Contract

3.2.1

The MoJ is running a range of pilots of voting innovations in order to inform its wider electoral
modernisation programme. As part of this wider programme it has established a Framework
Contract for suppliers that may be used to support such pilots. The Framework Contract
includes suppliers that have been accepted as being able to support:
a.

e-voting pilots;

b.

e-counting pilots;

c.

both e-voting and e-counting pilots.

3.2.2

Bidders for the Framework Contract had to provide extensive documentation to be used in the
assessment of their bids, and to commit to provide further documentation as appropriate for
each pilot that they undertook.

3.2.3

The MoJ let the Framework Contract for suppliers on 10 January 2007. Following this the MoJ
issued ITTs in mid-January to suppliers for the pilots in May 2007. The bids were received and
assessed by the relevant local authorities in conjunction with the MoJ. The contracts for the
pilots were between the local authorities and the suppliers, but the majority of the funding was
provided by the MoJ which therefore had to approve the arrangements. Approval to proceed
was not given to the local authorities in some cases until late February. Any work undertaken by
the local authorities or by the suppliers before this time was undertaken at their risk. This
effectively meant that there was only about 10 weeks from the time that approval was given
until the start of the electronic voting period.

3.2.4

The general view among suppliers was that around six months is required from the start of the
project to deliver the pilot until voting starts. This mean that the pilot projects were under
extreme time pressure and, as discussed in the rest of this section, this significantly increased
the risks associated with the pilots.

3.3

Project management

3.3.1

There were a number of different parties with responsibility for aspects of project management,
namely:
a.

The MoJ, which had strategic responsibility for managing the Framework Contract
suppliers;

b.

The local authorities, which had responsibility for managing their individual pilots as part
of their wider election activities;

c.

The suppliers, who were responsible for delivering the e-voting capability for the pilots
that they were contracted to support.

Actica/PA468D011-1.0
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3.3.2

All local authorities project managed their election activities in a professional manner and the
supplier project managers were well integrated into their respective local authority teams. The
way in which the local authority staff engaged with the suppliers depended to a great extent on
the previous experience of the local authority in undertaking trials, with the less experienced
local authority teams relying more on the suppliers to ensure that everything came together for
the election.

3.3.3

While the local authority teams had a good understanding of electoral processes, and in many
cases had experience of previous e-voting pilots, none had the detailed technical and security
knowledge needed to ensure that the e-voting pilots were secure and fit for purpose. The local
authorities were relying upon the fact that the suppliers were selected from the MoJ Framework
Contract and therefore that they could assume that the MoJ was taking responsibility for the
quality and security of the supplier’s solutions.

3.3.4

The supplier project managers generally undertook their project management responsibilities in
a professional manner, though the extreme time pressures did mean that in many cases
documentation, such as minutes of meetings, were not produced. There appeared to be generally
a good relationship between the local authorities and their suppliers.

3.3.5

The MoJ commissioned a programme of quality assurance and penetration testing, which is
discussed later in this report. Although MoJ representatives did attend some local authority
project board meetings and receive highlight reports and other project management information,
it was not significantly involved in the general management of individual pilots. Some key local
authority staff had expected more engagement and strategic direction from the MoJ during the
implementation phase.

3.3.6

It would have been helpful if the MoJ had provided local authorities and suppliers with an
understanding of how the various pilots fitted into the wider electoral modernisation programme
and of lessons identified in previous years. This would have been useful in avoiding some of the
errors that occurred this year and that had also happened in previous e-voting pilots.

3.4

Quality management

3.4.1

Quality management is important in any complex IT project. It is particularly important for evoting pilots because of the concerns about security and fraud and the general need to build
confidence in the electorate. The following discussion of quality is based on a combination of
the assessment of documentation provided by the suppliers and discussions with the suppliers
and local authorities.

3.4.2

The Statement of Requirement (SoR) for the MoJ Framework Contract required the suppliers to
provide comprehensive documentation and to make it available within 24 hours of it being
requested by the Electoral Commission or organisations working for the Electoral Commission.

3.4.3

The quality and timeliness of supplier documentation varied widely:
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a.

One supplier made their document repository available to the technical assessors via the
internet, so that the technical assessor had full visibility of all of the information, though
this access was only provided about one week before the start of polling;

b.

Another supplier did not provide the bulk of its documentation until after the election had
closed. This did not impact on our assessment activities, as they were not time critical,
but it must have significantly devalued the MoJ quality review activities, since the review
would have had to be based on supplier assertions with little or no evidence. When the
information was eventually provided, it still was neither complete nor comprehensive.

Actica/PA468D011-1.0

3.4.4

While there were variations between the different pilots, in all cases the quality and testing
arrangements appeared to be inadequate. It is difficult to tell whether this was purely because of
lack of time, or whether some of the suppliers were not used to implementing effective quality
processes. Significant quality management failings include:
a.

Lack of detailed design documentation;

b.

Lack of evidence of design or code reviews or other mechanisms for ensuring that the
solutions operate correctly and do not include deliberate or accidental security flaws;

c.

Lack of evidence of effective configuration management.

3.4.5

There was significant variation between suppliers in this respect; the best suppliers were able to
provide good design information and had good processes in place for independent code review
and configuration control. The worst suppliers either provided no information on the design and
the associated development processes, or the information that was provided was superficial,
being more suitable for marketing purposes than to support technical assurance.

3.4.6

As part of the evaluation of suppliers bidding for places on the MoJ Framework Contract, MoJ
carried out a paper-based technical assessment of suppliers’ solutions with the support of
independent technical experts. It is not known to what level this technical assessment was
undertaken – but the aim should have been to give local authorities confidence that Framework
suppliers were able to provide secure and accessible e-voting capabilities. Based on the
documentation and other information provided during the pilots, it does not seem that this aim
was achieved.

3.4.7

Testing is a key process for ensuring that a system and the associated processes and procedures
work as intended and meet the user requirement. It is best practice for an IT project to undertake
a range of different types of testing, culminating in end-to-end user acceptance testing. In the
case of the pilots, there was little evidence provided by some of the suppliers of any
comprehensive approach to testing, in the form of test strategies, test plans, test scripts or results
from testing.

3.4.8

The only formal testing that took place for the majority of the pilots was User Acceptance
Testing undertaken by the local authority with supplier support. This typically took place
shortly before the start of polling and if any significant defects had been found there would not
have been time to fix and then re-test the software. This was again due to the limited time
available for the pilots. It is essential that sufficient time is allowed for testing and for any
subsequent issue resolution and retesting. We would strongly recommend that there should be a
period, of perhaps a month, between the planned end of acceptance testing and the start of
polling.

3.4.9

A number of problems occurred during voting that would have been identified and resolved had
there been time to test the pilot systems properly. These included:
a.

Voting kiosks starting late because the boot disks provided had not been tested;

b.

Incorrect information being presented on candidates (a candidate was shown with another
party’s logo);

c.

A number of incorrect Voter Identification Numbers (VINs) were sent to voters. The
VINs took the form of 10 digit numbers, but when they were printed any VIN with a
leading zero was truncated to nine characters. A similar error occurred in 2003, when
VINs were sent for printing without leading zeros and had to be reprocessed. It would
have been useful if the local authorities had been warned to watch out for this problem.

Actica/PA468D011-1.0
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3.4.10

3.4.11

3.4.12
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Some of the local authority acceptance testing included a dummy election during which a
known number of votes were cast for different candidates and at the end the count was
compared with the expected results. It is recommended that this approach should be used for all
future pilots because it provides confidence that the votes cast are counted correctly. It should
be noted however that to be useful acceptance testing needs to be backed up by:
a.

Independent code review, to ensure that there are no means of changing the behaviour of
the system during the election. It would be simple, for example, to configure the voting
software to count correctly during the acceptance tests, but then to provide a biased result
from the poll itself.

b.

Strong configuration management, to prove that the configuration that was tested is used
during the election, rather than being substituted with another version which has
deliberate or accidental faults in it.

One pilot supplier’s development processes include semi-independent code review and their
documentation states that they would be happy to make source code available publicly for open
review, though it is not known whether the source code for these elections was made available
in this way. The supplier’s development processes also include the signing of executables and
the use of automated tools for ensuring that the version used is the version signed and code
reviewed. No information was provided by other suppliers about their development and
configuration management processes. We would strongly recommend that all suppliers on the
framework should commit to:
a.

Some form of code review: this could either be by publishing the source code openly, or
by having an MoJ trusted third party undertake the review, or some combination of these
approaches;

b.

An effective configuration management process, so that local authorities and voters can
have confidence that the system used at an election is the version that has been assured.

It is worth comment that none of the local authorities undertook comprehensive testing to
confirm that the systems provided satisfied all of the requirements identified in the statement of
requirement for the Framework Contract. It is also noted that it would be inefficient for every
pilot to have to carry out comprehensive testing of this kind. Instead it would be more efficient,
and indeed normal practice, for the organisation that establishes the Framework Contract (ie the
MoJ) to undertake full testing of the bidders offerings either before, or when, any supplier is
awarded a Framework Contract. It would appear from the information gathered on the pilots
that the MoJ did not undertake this level of testing. It is recommended that if the suppliers’
conformance to the SoR has not been tested by the MoJ, such acceptance activities should be
undertaken before any future pilots. This would mean that the only testing required on
individual pilots would consist of:
a.

Testing of any changes in functionality introduced specifically for the pilot;

b.

Regression testing of unchanged functionality (which could be undertaken against a MoJ
specified set of test scripts, and potentially automated);

c.

Site Acceptance tests to ensure that the end to end configuration for a specific pilot works
as expected. This stage of testing is required to identify and resolve issues such as local
authority firewall settings or WiFi coverage issues;

d.

Security tests (ie IT Health Check) to confirm that the system has been configured
securely for the specific pilot.

Actica/PA468D011-1.0

3.4.13

It is recommended that the MoJ should provide clearer guidance to suppliers and local
authorities on what level of testing the MoJ has undertaken and what level it expects the local
authorities to need to undertake. This would help to avoid problems either where:
a.

The local authority assumes that the MoJ would have done more testing than was the
case, and hence does not undertake as much testing as is needed;

b.

The local authority assumes that the MoJ has done less testing than was the case, and
hence undertakes some nugatory testing.

3.4.14

The MoJ commissioned a specialist contractor to undertake Quality Assurance. The terms of
reference for this work were very narrowly focused on security, and in particular on the review
of the Risk Management Accreditation Document Sets (RMADS) that the suppliers were
required to produce. In the event the contractor undertaking the work broadened the scope
somewhat and undertook a review using a checklist derived from ISO17799 (the international
standard for Information Security Management Systems).

3.4.15

The MoJ QA process was broadly as follows:

3.4.16

3.4.17

a.

The suppliers attended a meeting organised by the QA contractor at which the process
and the details of the QA checklist were explained.

b.

The QA contractor telephoned each supplier to gather information and to identify what
would be needed at the QA visit.

c.

The QA contractor visited each pilot site in mid- to late-April (in some cases only a few
days before polling started) and held a day long meeting with the supplier staff and local
authority team members. The Electoral Commission and the technical evaluators were
also present at some of these meetings in an observatory capacity. The judgement made
by the QA contractor on the pilot was based on a combination of documentary evidence
and information provided in discussion. As discussed previously, much of the
documentation was either missing or superficial. So in effect the QA process had to take
assertions by the supplier staff at face value, and in many cases supplier staff at the
meetings were not able to address the full range of questions.

d.

The QA contractor provided a draft report within a few days of the meeting which was
sent to the supplier, the local authority, MoJ and the Electoral Commission. In some cases
the draft reports were revised and re-circulated.

It is our assessment that:
a.

The MoJ QA activities were too limited in scope – they were focussed on security which,
while clearly important, is not the only aspect of quality management.

b.

The amount of time spent on each pilot, estimated at about 2 days in total per pilot, with
only one visit, was clearly insufficient.

c.

The MoJ QA activities were undertaken too late in the pilot projects. If significant faults
had been identified there would have been insufficient time to fix the faults and retest. As
an example, in Swindon the e-voting system was changed in response to the results of
MoJ penetration testing on the night before the start of voting, causing the start of voting
to be delayed by a few hours.

We would recommend that the MoJ QA process should start with the assessment of bids for a
pilot and should involve regular (perhaps weekly) meetings with the supplier during the period
running up to the election. It is noted that the local authorities were engaged with the suppliers
in respect of project management and acceptance testing, but the local authorities cannot be
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expected to have the depth or breadth of expertise that is needed to assure complex IT projects
and they are relying upon the MoJ to provide this. We would recommend that for future pilots:
a.

The level of effort for the MoJ QA activity should be much higher, 20-30 man days of
effort per pilot over a six month period would be more realistic;

b.

The project plans should include quality milestones.

3.4.18

The MoJ also commissioned review activities by an accessibility specialist and by a security
company2 that undertook penetration testing (this is discussed further in Section 2.9). In one
pilot the local authority and the supplier had worked together closely, and in conjunction with
local focus groups, to develop a user interface for the election system that they believed was
user friendly and satisfied the contractual accessibility requirements. The MoJ accessibility
specialists had engaged at an early stage in the pilot but when they subsequently reviewed the
design they identified a number of changes that they required to be made.

3.4.19

A number of issues can be identified from this situation:

3.4.20

a.

This experience reinforces the need for greater engagement by MoJ specialists with the
pilots. If the access specialists had been more involved in the development of the user
interface, then it is unlikely that these difficulties would have arisen.

b.

Accessibility is clearly important, but making changes at the last minute introduces a very
high level of risk. There needs to be a local authority managed process in place by which
the risk associated with making a change is compared with the benefits of making the
change.

It is recommended that it should be clearer that the Returning Officer should take the final
decisions as to:
a.

Whether the e-voting solution is fit for use in the election or not;

b.

Whether there is time for any changes to be made.

3.5

Risk management

3.5.1

There are broadly two aspects of risk management that need to be undertaken for a pilot,
namely:
a.

Project risk management, which concerns risks to the delivery of the pilot capability on
the required timescale;

b.

Security risk management, which concerns risks to the security of the election system and
processes.

3.5.2

This section discusses project risk management; Section 3.6 discusses security risk
management.

3.5.3

Project risk management is a well established project management discipline and there was
evidence of good practice in this respect by suppliers and local authorities in all of the pilots.
The pilot suppliers and local authority staff maintained risk registers which identified the
different risks and their respective probabilities and impacts, together with plans for avoiding or
managing the risks.

2

The security company was contracted via the QA contractor.
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3.5.4

The biggest contributor to project risk in all of the pilots was the constrained timescales, which
impacted in terms of insufficient time for design and development, insufficient time for testing,
and insufficient time to make changes where faults were identified.

3.6

Security and confidence

3.6.1

It would not be possible to move to the large scale use of e-voting unless there is a high level of
confidence that the results produced accurately reflect the votes cast and that there is no scope
for large scale fraud. As such, it is critical for the success of the electoral modernisation
programme that all projects apply best practice in the area of security. This was not the case.

3.6.2

It is national information security policy that all systems which hold or process sensitive
information should be accredited for use before they are used. The SoR includes the following
requirement:

5.2.3.9

The Service Provider(s) shall commit to produce a Risk
Management and Accreditation Document Set (RMADS) for
review and acceptance by the Authority’s Security
Accreditor, compliant with HMG Security Policy, for their
system before the e-voting service is put into live operation.

M

An RMADS is not required at this
stage of the procurement
exercise.

Tenderers are requested to confirm their commitment to
producing Risk Management and Accreditation Document
Set for their system prior to the use of the system in any
Government election pilot.

3.6.3

Of the three suppliers involved in the e-voting pilots:
a.

One supplier provided an RMADS that demonstrates a good understanding of the specific
risks to e-voting systems and identified a range of appropriate mechanisms for controlling
the risks.

b.

One supplier provided an RMADS that had been developed for the supplier by a
specialist security contractor. This was in the correct form but did not demonstrate a good
understanding of the specific risks relating to e-voting, and therefore did not identify how
these risks would be countered. The document was only a draft and included a number of
questions from the security specialist as to what was actually happening on the pilot.

c.

One supplier did not provide an RMADS3 and the security documentation that they
provided was totally inadequate. It did identify some risks, and the different ways that
they could be countered, but did not say how they were countered in their system.

3.6.4

It is worth commenting that the supplier that did not provide an RMADS did have a solution
that included a number of technical security measures, so the lack of documentation does not
necessarily mean that the solution is insecure. However, the lack of any structured security risk
analysis means that it is not possible for external assessors to confirm that all of the risks have
been identified and addressed and therefore it is difficult to have any confidence that the
solution is secure.

3

The supplier has subsequently commented that it was not aware of the requirement to provide an RMADS
until their RMADS was requested by the MoJ QA contractor, and that it would typically require 6-9
months to provide the required documentation.
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3.6.5

It is unfortunate that the MoJ SoR included the statement that the RMADS was not required as
part of the bid submission. If a generic RMADS, or an equivalent level security risk assessment,
for an election system had been included in the bids for the Framework Contract, then any lack
of understanding or capability in this area could have been identified during the assessment and
taken into account when choosing suppliers to be placed on the Framework.

3.6.6

Obtaining accreditation4 for a complex system could add significantly to the timescale for a
pilot if it is undertaken on a pilot by pilot basis. It would be more efficient to ask each supplier
to provide a generic pilot system and the associated RMADS and other documentation so that
the MoJ could arrange for certification of their products, covering:
a.

Compliance with the functional and non-functional requirements in the SoR;

b.

Review of the security documentation to ensure that all realistic risks are identified and
addressed. This would be facilitated by the MoJ providing a list of all of the security risks
that it expects to be covered;

c.

Code review to ensure that there are no deliberate or accidental faults;

d.

IT Health Check, to confirm that the actual system does not have any security flaws;

e.

Examination of configuration management processes.

3.6.7

This activity would be carried out independently from any pilot and therefore would not be time
constrained. The output of this activity for successful suppliers would be certification that the
version of their system tested met the requirements and a high degree of confidence that it was
secure. This would reduce the time taken for security and acceptance testing during an election
and would provide much greater confidence in the security of e-voting.

3.6.8

If this certification process had been undertaken as part of the selection process for the
Framework Contract, then it would have ensured that only suppliers capable of providing evoting systems that had demonstrated a minimum level of security could be selected for the
election pilots. As it was not, it is recommended that a certification process is started by the MoJ
as soon as is practically possible, and that only suppliers that are able to provide certified evoting products should be allowed to bid to undertake future pilots.

3.6.9

If an e-voting product had been certified prior to a pilot, then it would only be necessary to
assess the scope of any changes to understand whether they affect the security of the solution,
rather than having to assess the full details of the security threats, vulnerabilities, risks and
countermeasures every time. This would provide local authorities and voters with greater
confidence in the e-voting systems.

3.6.10

In addition to the QA audits, the MoJ also commissioned a CESG CHECK5 Green Light
supplier (MWR Infosecurity) to undertake penetration tests of all of the e-voting pilots. The
penetration testing was limited to ‘black box’ testing and the time allowed per pilot was very

4

In HMG Information Security accreditation is the process which provides confidence that a specific
information system complies with minimum standards for security. It ensures that risks have been
assessed, measures are implemented to counter the risks, and that the residual risks are acceptable to the
system owner. A product can be certified as providing a stated level of security. The use of certified
products simplifies accreditation of a system, as accreditors can rely upon the testing undertaken during
the certification process when assessing the degree of risk associated with the use of the certified product.

5

CESG is the national technical security authority. CESG maintains a list of security specialists that it has
trained to undertake security checks in accordance with national policy and guidance.
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short, in some cases only 1 day because of the time pressures, which was said to be inadequate
by MWR. Full penetration testing would typically require 3-5 days, including reporting. A
number of issues were identified with all of the suppliers systems, though some of the issues
raised were demonstrated not to be significant by the supplier. The penetration testing was
undertaken a few days in advance of the start of polling and, in at least one case, vulnerabilities
were identified in pilot systems which could not be fixed because there was not enough time
before polling started.
3.6.11

It is recommended that in future pilots a full IT Health Check is performed as part of the
evaluation of e-voting systems prior to the election. This should include external (‘white box’)
and internal penetration testing. Sufficient time for this health check to be performed thoroughly
must be allowed. Time for any required remedial action must also be allowed for when planning
a pilot. It should be noted that this recommendation has been made in previous Electoral
Commission reports6.

3.6.12

One of the aims of the accreditation process is to identify the residual risks associated with
using the system, so that the person responsible for the system can take an informed decision as
to whether the risks can be accepted or not. For the pilots the person responsible is the
Returning Officer and the risks that they are implicitly accepting include:

3.6.13

6

a.

Risks associated with the untrusted nature of the client PC. These could be subject to
malware or virus attacks that could modify the ballot on the client. There is also the
potential for ‘man in the middle’ attacks;

b.

Risks associated with vote buying, selling, trading or vote coercion;

c.

Risks of wide scale denial of service attacks against the system;

d.

Risks associated with modification of the voting collection software, which are generally
mitigated in part by the technical, personnel, physical and procedural measures adopted in
the pilot;

e.

Risks associated with privileged user attack against the counting software, which are
generally mitigated in part by the technical, personnel, physical and procedural measures
adopted in the pilot;

f.

Risks associated with poor implementation of the voting and counting software. This can
only be countered by some form of accreditation or certification scheme;

g.

Risks associated with poor configuration and quality management. These risks are
generally avoidable by good project management processes, but were significant for the
pilots because of the constrained timescales.

It is unlikely that the Returning Officers were explicitly told what security risks they were
accepting when they decided whether it was safe to proceed with e-voting. It is also likely that
different Returning Officers would have a different appetite for risk. It would be useful if the
MoJ could provide:
a.

further guidance to Returning Officers on the general risks to e-voting, and of the level of
risk that is acceptable, so that they are better placed to make informed decisions;

b.

further information on the level of risk for each specific pilot and a recommendation as to
whether it is prudent to use the e-voting system or that the local authority should revert to
traditional election technologies.

Page 61 of Shape of Elections to Come (July 2003)
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3.6.14

It was also noted at one pilot that supplier staff were sharing a user account for the
administration of the election system. This should be avoided as it means that it would not be
possible to hold people accountable for their actions.

3.6.15

No significant security incidents have been reported during the 2007 e-voting pilots. Given the
short time, the limited technical documentation for the systems, and the lack of comprehensive
acceptance testing, it is assessed that this was fortuitous, and that the level of risk of a security
incident was much higher than it should have been.

3.7

Procurement lessons

3.7.1

The concept of a framework of qualified suppliers that local authorities can use with confidence
for e-voting pilots is clearly desirable, and indeed this is what the local authorities thought that
the MoJ had established. However it does not appear that the process of evaluating suppliers
before awarding Framework Contracts was sufficiently rigorous since:

3.7.2

3.7.3

3.7.4
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a.

There does not appear to have been a full security assessment of the suppliers’ offerings;

b.

There was no acceptance testing process to ensure that the suppliers’ offerings actually
meet the requirements in the SoR.

It would be possible, although it would be a high risk approach, to undertake a limited
assessment of the bids for placing suppliers on the Framework Contract and then to undertake
the detailed acceptance testing and security evaluation of each supplier’s e-voting solution
during the first pilot that they deliver, with suppliers that do not perform acceptably being
removed from the framework. The problem with this approach is that:
a.

It would increase the time required for the initial pilots, because of the more extensive
acceptance processes that would be required;

b.

It would require the MoJ to have extensive involvement in the pilot, since the local
authority staff cannot be expected to have the specialist skills required to undertake the
wider acceptance activities required;

c.

If it was found that the supplier was not able to provide the required e-voting services,
then the pilot would fail and the local authority would have to revert to traditional voting
methods.

The current procurement approach, based on the use of a Framework Contract, may not be the
best way to achieve value for money, because the existence of the Framework Contract acts a
barrier to new entrants to the market for the supply of e-voting systems. An alternative would be
to:
a.

Publish a set of requirements for e-voting systems;

b.

Establish a certification body which would test any e-voting products put forward by
suppliers;

c.

Allow any supplier of certified e-voting products to bid for future e-voting pilots.

This approach could mean that there would be greater competition for the pilots, which could
start to reduce the large price variations between different suppliers on the Framework Contract
(discussed further in Section 3.9). However, there are many possible models, and it is
recommended that work is undertaken to identify the most appropriate model.
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3.8

Strategic issues

3.8.1

There does not appear to be a clear understanding about the way individual pilots are intended
to contribute to wider electoral modernisation. The lack of an effectively communicated strategy
has a number of adverse effects:
a.

Without a clear understanding of what the MoJ is seeking to achieve from a particular
pilot, it is difficult for the parties involved (ie local authority and supplier) to optimise the
pilot to meet the MoJ’s needs and for the Electoral Commission and its contractors to
assess whether those needs were met;

b.

Without a clear understanding of the possible future requirement for e-voting systems,
suppliers must treat each pilot as an independent activity and expect to recoup the full
cost each time. If suppliers understood the MoJ’s vision and could have reasonable
certainty that there is going to be a market for e-voting systems, then they would be more
likely to invest their own money in product development.

c.

Anecdotal evidence suggests that pilot authorities are enthusiastic about e-voting but
frustrated that every pilot is treated as a one-off, as it means that they cannot establish a
relationship with a supplier for elections over a number of years and therefore can not
develop the associated business processes so as to achieve the maximum benefit from the
investment made.

3.8.2

The Commission’s recommendation in its July 2003 report The shape of elections to come that
the MoJ publish its overall strategic direction for the electoral modernisation programme is
therefore endorsed. It is also strongly recommended that the MoJ ensure that lessons highlighted
in previous evaluations are learnt.

3.9

Costs and value for money

3.9.1

Pilots are expensive activities because they are being conducted as one-off IT projects
implemented in a very short timescale and the small scale of current e-voting usage does not
allow economies of scale to be achieved.

3.9.2

The cost per e-voter and per elector are shown for each of the pilots in Table 2 below. The cost
information was provided in different formats by different suppliers. It is assumed that the MoJ
will be provided with a more detailed cost breakdown to enable it to confirm that the invoices
raised by suppliers are consistent with the cost model agreed in the Framework Contract.

Pilot

Cost per
elector

Cost per evoter

Prof services

Software

Hardware

Hosting

£12.50

£198

£320,000

£215,000

£60,000

£46,000

South Bucks
District Council

£17

£271

£300,000

£300,550

£75,000

Shrewsbury
and Atcham
District Council

£27

£622

£109,000

£422,950 for internet and
telephone voting

£250,000 for
internet

£225,350 advance voting

£90,000 for
telephone

Rushmoor
Borough
Council
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Pilot
Sheffield City
Council

Swindon
Borough
Council

Cost per
elector

Cost per evoter

£1.80

£150

£8

£97

Prof services
£,110,000

Software

Hardware

Hosting

£312,000 for internet and
telephone voting

£140,000 for
internet

£54,000 advance voting

£63,000 for
telephone

Supply of e-voting system and associated professional services:
£850,000
Wimax provision £213,500, provision of laptops £63,300

Table 2: Comparison of pilot costs
3.9.3

It can be seen from this table that there are wide variations in the costs of the pilots and in the
breakdown of the costs7. There is a reasonable degree of detail in the breakdown of professional
service costs but there is very little detail to justify the large costs for hardware, software and
hosting. The software charge is assumed to effectively be a licence cost for using the suppliers’
election software. The hosting cost is assumed to be a payment to a third party for hosting the
hardware that is used to run the election. There is a very large variation in this cost – more than
a factor of ten, and given that hosting should be a commodity item, it is difficult to understand
why the costs for the more expensive suppliers are so high. It is not clear to what extent the MoJ
explored these costs when choosing suppliers for the Framework Contract.

3.9.4

The effect of economies of scale can be seen in the cost per voter from the five pilots, with a
range from around £1.80 per voter in Sheffield (which has around 373,000 registered voters) to
£27 per registered elector for essentially the same solution from the same supplier for SABC
(which has around 41,000 registered voters).

3.9.5

In the long term, in the event of a decision that e-voting should be available at all elections, then
the vision must be:
a.

For a central authority, perhaps within the MoJ or the Central Sponsor for Information
Assurance, to commission an accreditation and certification scheme to ensure that
products and services offered for e-voting are secure and operate correctly;

b.

For e-voting services to become commodity items, with suppliers of certified e-voting
products and services hosting internet / telephone based voting systems which can
support hundreds of elections simultaneously;

c.

For local authority staff to be able to manage the set up of election details and the import
of voter details from their electoral registration systems into the e-voting system without
significant supplier support, in much the same way as they manage other specialist
software.

3.9.6

If this position was achieved, then there would be little or no external project management cost
for each local authority, and economies of scale could be achieved in the provision of hardware,
software and hosting services. Under these circumstances it is anticipated that the cost per
registered voter should reduce by a large factor – and based on the costs for the current pilots it
is likely that costs of a few tens of pence per registered voter should be possible to achieve.
Note however that the suppliers could chose to price their e-voting solutions on the basis of the

7

Note that the some of the variation in component costs between pilots is due to the way that different
suppliers have allocated costs.
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perceived value to local authorities rather than on cost alone. In order to avoid this it will be
important to ensure that there is a competitive market for the supply of e-voting solutions.
3.9.7

Moving from the current pilots to the possible end state described above will only be feasible if
a strategy to achieve it is developed and made public by the MoJ so that local authorities,
suppliers and the electorate know what the MoJ is seeking to achieve and can act accordingly.
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4

Conclusions and recommendations

4.1

Conclusions

4.1.1

The individual 2007 e-voting pilots were broadly successful, from an IT project perspective, in
that the e-voting systems were delivered on time and no significant security incidents or fraud
have been reported.

4.1.2

In terms of learning from the pilots for future elections, there were some innovations, namely:
a.

Pre-registration: The introduction of pre-registration undoubtedly improved the overall
security of the e-voting process, but this appears to be at the cost of increased complexity
which prevented a significant number of electors from being able to vote.

b.

The use of techniques to avoid attempts to automatically fraudulently cast votes, by
requiring people using e-voting channels to enter text displayed in a way that can be
understood by a human but not by a computer.

c.

The ability to compare pilots which did and did not allow e-voting on polling day.

4.1.3

All of the pilots had an unnecessarily high level of risk because the time available to local
authorities and suppliers between contract approval and polling day was less than half of what is
needed. The fact that no significant incidents have been reported reflects well on the efforts of
the local authorities and the suppliers, but the consequent shortfalls in quality assurance,
acceptance testing and technical assurance should not be accepted in future pilots.

4.1.4

The experience on the pilots raises a number of questions in relation to the MoJ’s Framework
Contract and the way that the MoJ has engaged in the pilots themselves. These include:
a.

The late approval by the MoJ of the pilots increased the level of risk to the pilots.

b.

Local authorities assumed that suppliers on the Framework Contract would have been
subject to a rigorous selection process, and therefore that they could rely on the security
and functionality of their products. There is no evidence of any detailed acceptance
testing or structured security risk assessment having been undertaken as part of the
selection process, and documentation provided during the pilots suggests that some
suppliers did not understand what they have committed to in the contract.

c.

The MoJ Quality Assurance and Penetration testing activities were insufficiently detailed
and undertaken too close to the start of polling for any useful remedial action to be taken
if issues had been identified.

d.

The lack of a published electoral modernisation strategy setting out the context in which
future rounds of e-voting pilots could take place devalues the pilots (because they cannot
be optimised to support the strategy) and means that local authorities and suppliers cannot
plan for the future but instead have to treat each pilot as a one-off project.

4.2

Recommendations to the Commission

4.2.1

Recommendations to assist the Commission in the development of its statutory reports and any
consequent advice it may give to MoJ fall into three areas, namely:
a.

Recommendations for the MoJ electoral modernisation strategy;

Actica/PA468D011-1.0

Page 23

b.

Recommendations for the MoJ framework contract and future procurement activities;

c.

Recommendations for future pilots.

Strategic recommendations
4.2.2

The MoJ should publish its electoral modernisation strategy, so that local authorities, suppliers
and others can plan and invest for the long term.

4.2.3

The MoJ should publish its plans for e-voting pilots explaining how they will be used to support
the wider strategy for e-voting.

4.2.4

The MoJ should allow local authorities to bid to run pilots for several elections, rather than a
single election at a time, so that the authorities can plan effectively and so that their electors are
offered a consistent set of voting channels.

4.2.5

The MoJ should develop and publish a procurement strategy for e-voting capabilities that
supports the e-voting strategy, so that suppliers can invest in the development of their e-voting
solutions on an ongoing basis, rather than treating each pilot as an isolated activity.

4.2.6

The MoJ should establish arrangements for the certification of e-voting solutions, so that local
authorities can have confidence that suppliers can provide certified e-voting systems and
services that are secure and provide the required functionality.
Procurement recommendations

4.2.7

4.2.8

4.2.9
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It is recommended that the MoJ should assess the current suppliers on the Framework Contract
to determine whether they are able to provide secure and capable e-voting systems. It is further
recommended that this assessment should be based on acceptance testing of a small scale
generic e-voting system and the associated documentation, covering:
a.

Compliance with the functional and non-functional requirements in the SOR;

b.

Review of the security documentation to ensure that all realistic risks are identified and
addressed. This would be facilitated by the MoJ providing a list of all of the security risks
that it expects to be covered;

c.

Code review to ensure that there are no deliberate or accidental faults;

d.

IT Health Check, to confirm that the actual system does not have any security flaws;

e.

Examination of configuration management processes.

It is recommended that:
a.

The assessment of the suppliers described above should not be linked to any pilot;

b.

Any supplier that is found not to satisfy key requirements should not be allowed to bid to
undertake any future pilots until they have provided evidence that they are able to offer an
e-voting system that does meet the requirements.

The MoJ may wish to consider whether it should continue with the existing Framework
Contract, or introduce additional competition by moving to a certification based approach (as
described in Section 3.7.3) in the medium or long term in order to achieve better value for
money.
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Recommendations for future pilots
4.2.10

It is recommended that for future pilots the MoJ should:
a.

Ensure that the timescales associated with a piloting exercise are adequate, so that:
1.

there is no need for suppliers to ‘cut corners’;

2.

time is available for full quality assurance and for testing activities to be
performed;

3.

there is at least one month between planned end-to-end acceptance tests and the
start of polling.

As an indication, we recommend that with the current approach, at least six months is
required between contract let and the start of polling. If this time is not available the pilot
should be stopped. If in the future e-voting products are fully certified before being used
on a pilot, then a shorter timescale would be acceptable.

4.2.11

b.

Ensure adequate documentation is produced during a pilot and that this documentation is
available at an early enough stage for any deficiencies identified as part of review
activities to be addressed.

c.

Ensure that a systematic and comprehensive risk assessment is performed as part of the
pilot and that the Returning Officer is made aware of the residual risks he is accepting
and explicitly signs to confirm that he is prepared to accept them.

d.

Ensure that a comprehensive and systematic approach to acceptance testing is put in
place. Verification and validation activities should occur throughout the pilot and should
not be limited to acceptance testing of the final system a few days before the election.

e.

Ensure that all involved understand their responsibilities, including their contractual
obligations.

f.

Ensure that independent quality assurance activities are undertaken throughout the pilot
activity, not just at the end of the pilot and that sufficient time is allowed for remedial
action to be taken.

g.

Ensure that full penetration testing is performed, not just external penetration testing as
occurred this year.

It is also recommended that:
a.

Research should be undertaken to identify best practice for pre-registration, ideally before
future pilots;

b.

Analysis should be undertaken of the take-up of e-voting across the different pilots to
determine whether the ability to vote electronically on polling day has a positive impact
on voter take up. If this is found to be the case, then future pilots should all provide this
capability.
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