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Issue 187 (England) – 31 May 2017 
 

 

June UKPGE: security and contingency planning  
 
In light of recent events, we wanted to provide you with a reminder 
of the security advice and guidance that is available to assist you in 
determining the level of risk and putting in place appropriate 
mitigations and contingency arrangements in your local area. We 
also wanted to highlight some practical steps you can take in your 
area.  
 
The national threat level is currently set at severe, which is the 
same as was the case at the 2015 UKPGE. Notwithstanding any 
local advice to the contrary, the plans and arrangements you had in 
place in 2015 will therefore be a good basis for the June UKPGE. 
 
It is vital that you continue to keep your plans and risk registers 
under review and liaise with local police, resilience forums and other 
partners as appropriate to ensure that your arrangements properly 
reflect your particular local circumstances and risks.  
 
It is ultimately for you as (A)RO to make decisions on what 
arrangements are appropriate for your local area. Where additional 
measures are identified through that liaison as being needed to 
address any particular enhanced risks, Cabinet Office has indicated 
that it would look sympathetically at costs incurred in putting these 
in place. If you want to discuss such additional measures or these 
would be very novel you can contact Cabinet Office in advance and 
officials will be happy to talk through any issues.   
 
Cyber security 
Our e-mail to Returning Officers of 9 May contained guidance 
produced by the National Cyber Security Centre (NCSC) and the 
Centre for the Protection of National Infrastructure (CPNI), which 
includes important information around good cyber security practices 
for the systems that support the delivery of UK elections. 
 
 

 

 

Contents 
 

June 2017 UKPGE: 
security and contingency 
planning 
 
Reminder of available 
guidance on security and 
contingency planning. 

 
June 2017 UKPGE: polling 
station finder service - 
reminder 
 
A reminder of the polling 
station finder service and 
how you can help. 

 
June 2017 UKPGE: post-
poll data collection 
 
Links to the data collection 
form and accompanying 
guidance for the submission 
of data following the UKPGE. 

 
 

 

EA Bulletins are issued on a 
regular basis. They are one of 
our key channels for 
communicating with Returning 
Officers, Electoral Registration 
Officers and their staff. Past 
issues of Bulletins for England, 
Scotland and Wales are available 
here. 
 
You can also subscribe to the EA 
Bulletins. 
 
Please keep us informed of any 
staff changes within your team. 
This will help us to keep our 
mailing lists up-to-date. 

 

 

http://www.electoralcommission.org.uk/guidance/resources-for-electoral-administrators/electoral-commission-circulars-and-alerts
https://www.ncsc.gov.uk/guidance/guidance-local-authorities-elections
http://www.electoralcommission.org.uk/i-am-a/electoral-administrator/bulletins-and-circulars
http://www.electoralcommission.org.uk/subscribe-to-ea-bulletins
http://www.electoralcommission.org.uk/subscribe-to-ea-bulletins
mailto:infoengland@electoralcommission.org.uk?subject=EA%20Bulletin%20Staff%20Changes
http://www.electoralcommission.org.uk/


 
If you no longer have access to the e-mail and the guidance 
contained within it, please contact your local Commission team.  
 
In addition to the points covered by this guidance, there are a 
number of further practical steps you should take which will help you 
mitigate risks to the process: 
 

• You should perform regular (at least daily) back-ups of 
register databases to ensure you have an accessible and 
secure electronic copy of the registers you will need for the 
election 

• You should produce hard copies of the polling station 
registers as early as possible, and ensure that these are 
checked for accuracy in advance of use on polling day 

 
The CPNI have recently issued advice on how to spot spear 
phishing – ‘CPNI Don’t Take The Bait’. The NCSC has also 
provided specific guidance to political parties on the risks from 
phishing, but this guidance is equally helpful for ROs.  
 
Also, additional guidance on IT security can be obtained at 
www.getsafeonline.org 
 
Election and personal security 
The 9 May e-mail also contained advice produced by the National 
Counter Terrorism Security Office (NaCTSO), which is designed to 
assist ROs to develop a security plan, working with local partners, to 
avoid major disruption to the election process and to assist them 
with the security of buildings used in the electoral process. 
 
The Commission’s Polling Station Handbook and Part B of our core 
guidance for ROs also contain general advice on security 
arrangements that you should have in place. In reviewing your 
arrangements for the poll, you should ensure that you have practical 
arrangements in place which address the following areas: 
 

• Maintaining the security of ballot papers between printing 
and the poll 

• Maintaining the security of ballot papers being provided to 
polling stations, including where they are provided to 
Presiding Officers in advance of polling day 

• Maintaining the security of ballot papers being delivered to 
count centres after the close of poll 

• Management of the security of count venues, including 
management of attendees 

• Ensuring staff working on the election take care to avoid 
sharing any details about their role on social media sites and 
don’t unnecessarily provide details to external parties 

 
If you have any concerns relating to protective security matters 
please contact your local police single point of contact (SPOC). 
 
Should any incident arise that you feel requires an immediate police 
response, dial 999.  
 
 

https://www.electoralcommission.org.uk/contact-us/our-offices
https://www.youtube.com/watch?v=ygON2B9-xTw
https://www.ncsc.gov.uk/guidance/phishing-guidance-political-parties-and-their-staff
http://www.getsafeonline.org/
https://www.electoralcommission.org.uk/__data/assets/pdf_file/0004/175621/Polling-station-handbook-UKPE.pdf
https://www.electoralcommission.org.uk/__data/assets/pdf_file/0008/175373/UKPE-Part-B-Planning-and-organisation.pdf


To report any suspicious activity which does not require an 
immediate response, please contact the Anti-Terrorist Hotline on 
0800 789 321. 
 
Count information 
In light of recent events, we have taken the decision to remove the 
link on our website to information on count timings and venues for 
the UKPGE. This information will still be available to the media 
directly from the Commission on request, but is no longer published 
on our website. 
 
Resilience and contingency planning 
As highlighted in Bulletin 184, as part of your planning for the 
UKGPE, it is important that you determine the level of risk on a local 
level, and work with relevant local stakeholders to take appropriate 
measures to mitigate risk accordingly. In addition to working with 
your local police force, you should – if you haven’t already – make 
contact with your local resilience forum (LRF). These are the bodies 
tasked with planning and preparing for localised incidents and 
catastrophic emergencies, who work to identify potential risks and 
produce emergency plans to either prevent or mitigate the impact of 
any incident on their local communities. As well as helping with 
contingency planning they can also provide helpful early warning of 
any emerging issues affecting your area.  
 
Contact details for your area can be found here: 
https://www.gov.uk/guidance/local-resilience-forums-contact-details.  
 
More general guidance on planning for the elections, including on 
the development of contingency plans, can be found in Part B of the 
core guidance for (Acting) Returning Officers.  
 
At a national level, the Commission is providing additional support 
by liaising with the UK government on preparedness for civil risks, 
feeding in expertise on the practical issues that might arise for polls 
across the UK under a range of risk assessment scenarios, ranging 
from power outages to coastal flooding. 

 

 

June 2017 UKPGE: polling station finder service - reminder 
 
In Bulletin 185, we asked for your help in providing updated polling 
station data to Democracy Club so that a polling station finder 
service can be made available to voters at the UKPGE.  
 
If you provided polling station data for the May 2017 elections, 
please let Democracy Club know whether any polling stations have 
changed for the UKPGE and supply them with any updated 
information so this service can again be provided to voters in your 
area. Even if there have been no changes in your area, please still 
confirm this to Democracy Club as they will only re-use the data 
with your approval.   
 
If you haven’t provided your polling station data before, please 
consider doing so. Your EMS has an export for this data built in, so 
it can be exported in a matter of minutes. You can find out more 
about how to do this on Democracy Club’s website.  
 

http://www.electoralcommission.org.uk/__data/assets/pdf_file/0006/226572/Electoral-Administration-Bulletin-184-England.pdf
https://www.gov.uk/guidance/local-resilience-forums-contact-details
https://www.electoralcommission.org.uk/__data/assets/pdf_file/0008/175373/UKPE-Part-B-Planning-and-organisation.pdf
http://www.electoralcommission.org.uk/__data/assets/pdf_file/0019/227134/Electoral-Administration-Bulletin-185-England.pdf
https://democracyclub.org.uk/projects/polling-stations/upload/
https://democracyclub.org.uk/projects/polling-stations/upload/


If you have any questions, please do get in touch with the 
Commission or Democracy Club. 

 

 

June 2017 UKPGE: post-election data collection 
 
We have now published our data collection form for the UKPGE. 
This form includes the statutory statement as to postal ballot papers 
as well as requests for additional data. 
 
The data collection form can be found under the resources section 
of Part F of our guidance for (Acting) Returning Officers, or can be 
accessed here. 
 
The guidance note provides detailed information on what needs to 
be returned. 
 
Please send your completed returns by e-mail to: 
research@electoralcommission.org.uk no earlier than Monday 3 
July and no later than Monday 10 July. 
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